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24 June 1985 


CIA POLYGRAPH PROGRAM - EXECUTIVE SUMMARY 


Polygraph testing has played a crucial role in the Central 
Intelligence Agency's security program for the past 36 years. 
During this time, the CIA has developed incontrovertible 
evidence of the value of this vital procedure. 

The CIA's experience with polygraph involves close to a 
million separate polygraph charts. The value of the polygraph, 
indeed its indispensability, is clearly reflected in the fact 
that about 80 percent of the security disapproval decisions 
taken by the CIA's Director of Security are based on 
information developed during the polygraph examination. 

The polygraph program of the CIA is not limited to 
applicant screening - the testing of all persons employed by, 
assigned to or detailed to the CIA in a staff- like status. 
Polygraph interviews are also conducted on operational assets 
in direct support of the Agency's foreign 

intelligence-gathering activities. On a periodic basis, all 
CIA employees are subjected to retesting. CIA also utilizes 
the polygraph in certain industrial security cases involving 
particularly sensitive programs. 

The CIA polygraph program is closely controlled and managed 
by the Agency's Office of Security, following strict guidelines 
established by the Director of Central Intelligence. Polygraph 
examiners are generally selected from the ranks of professional 
security officers who have had on— the— job experience and who 
were initially the subjects of a rigorous selection process 
prior to entering the Security career field. All examiners are 
volunteers and are carefully selected for their maturity, 
emotional stability, evenhandedness and dedication. They 
receive their formal training at the CIA Polygraph School and 
then must complete a 9-12 month probationary period under the 
close scrutiny of experienced Agency examiners. 

Over and above the initial training and probationary 
period, a strict quality control program is designed to ensure 
that the highest technical standards are met by all examiners, 
whether at the apprentice or senior examiner level. All charts 
are reviewed by supervisory personnel who also provide ongoing 
guidance and monitor as necessary during tne course of actual 
polygraph examinations. 
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The House Permanent Select Committee on Intelligence 
completed a detailed study on security clearance procedures in 
the Intelligence Agencies in September 1979, at which time 
there was a full review of the CIA's polygraph program. The 
staff report concluded that the CIA's "security clearance 
procedures appear, to be the most comprehensive and stringent in 
the Intelligence Community. 


Sanitized Copy Approved for Release 2010/11/19 : CIA-RDP87S00869R000600080003-0 



Sanitized Copy Approved for Release 2010/11/19 : CIA-RDP87S00869R000600080003-0 


The following is the sanitized non-classified version of 


TESTIMONY OF 

BEFORE THE 

SUBCOmiTTEE ON INVESTIGATIONS 
OF THE 

HOUSE ART© SERVICES COMMITTEE 
CONCERNING THE USE OF THE POLYGRAPH 
AT THE 

CENTRAL INTELLIGENCE AGENCY 


6 SEPTEMBER 1984 
2:00 P.M. 

ROOM 2212 

RAYBURN HOUSE OFICE BUILDING 


Sanitized Copy Approved for Release 2010/11/19 : CIA-RDP87S00869R000600080003-0 


STAT 




Sanitized Copy Approved for Release 2010/11/19 : CIA-RDP87S00869R000600080003-0 


STAT 

fa. Chairman, tor name is| I am the Director of 

Security for the Central Intelligence Agency, a position I have held since 
1980. Prior to that I held various security positions since joining the 
Agency in 1951. I began my career at the .Agency as a polygraph examiner. 

Today I'm going to talk to you about the polygraph program of the 
Central Intelligence Agency. .As Director of Security, I see the polygraph 
program as one part of a total system built to protect the Agency's secret 
intelligence, its sources and its methods. But let me stress at the outset 

THAT THE POLYGRAPH INTERVIEW IS AN INTEGRAL AND VITAL AND UNIQUE INGREDIENT 
OF OUR OVERALL SECURITY PROGRAM. 

TO BEGIN THE STORY LET ME MAKE THREE IMPORTANT POINTS ABOUT POLYGRAPH: 

FIRST : THE POLYGRAPH INTERVIEW IS THE SINGLE MOST EFFECTIVE 

TOOL AVAILABLE TO DEVELOP AND VERIFY SECURITY-RELATED 
INFORMATION, THIS ENDORSEMENT IS BASED ON YEARS OF 
CIA'S INSTITUTIONAL EXPERIENCE WITH THIS TECHNIQUE. 

Second : The success of the Agency's polygraph program has been 

MEASURED OVER THE YEARS IN TERMS OF THE SIGNIFICANT 
VOLUNTARY ADMISSIONS MADE BY INDIVIDUALS DURING THE 
COURSE OF POLYGRAPH INTERVIEWS. 

Third : The Agency's polygraph program is fair and professional 

IN BOTH CONTENT AND STYLE. IT PROVIDES AN APPROPRIATE 
BALANCE BETWEEN THE INDIVIDUAL'S CONSTITUTIONAL RIGHTS 
AND THE NEED TO PROTECT NATIONAL SECURITY. 
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Now A BIT OF HISTORY. 

The Agency's experience with the polygraph technology goes back to 
1948 when the then Director of Central Intelligence, Admiral Hillenkoeter, 

ORDERED A STUDY, USING VOLUNTEERS, OF POLYGRAPH'S POSSIBLE VALUE IN PERSONNEL 
SECURITY INVESTIGATIONS. BY THE END OF 1948 IT WAS CLEAR THAT SIGNIFICANT 
PERSONNEL SECURITY INFORMATION, NOT PREVIOUSLY KNOWN, NOR INDEED AVAILABLE 
FROM ANY OTHER SOURCE, COULD BE DEVELOPED THROUGH POLYGRAPH INTERVIEWS. 

In 1949, the Agency began to explore the possibility of using the 

POLYGRAPH TO CHECK ON THE TRUTHFULNESS IN REPORTING BY FOREIGN AGENTS WE 
WERE USING IN EUROPE AND THE FAR EAST. HERE TOO, WE FOUND THAT THE 
TECHNIQUE NOT ONLY WORKED, BUT WORKED BRILLIANTLY. BY 1952 THE AGENCY'S 
OPERATIONAL USE OF THE POLYGRAPH WAS IN EFFECT WORLDWIDE. 

Finally, in 1953, the Director of Central Intelligence, Allen Dulles, 

DIRECTED THE UTILIZATION OF POLYGRAPH AS A ROUTINE AND REQUIRED PHASE OF THE 
SECURITY SCREENING OF APPLICANTS. 

Now, 30 plus years later, polygraph interviewing — this extraordinary 

TECHNIQUE — STANDS AS A MOST VALUABLE TOOL TO USE IN SUPPORT OF THE AGENCY'S 
EXTRAORDINARILY SENSITIVE OPERATIONS AND ACTIVITIES. 

From the earliest days of the polygraph program to the moment, one 

OF THE MOST CRITICAL REQUIREMENTS FOR ITS CONTINUED SUCCESS HAS BEEN THE 
CAREFUL SELECTION AND TRAINING OF THE POLYGRAPH EXAMINERS. 
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Polygraph is the most difficult of all security specialties to 

RECRUIT FOR. THE STANDARDS ARE VERY HIGH: COLLEGE DEGREES, INTERVIEW SKILLS, 
EMPATHY WITH ALL TYPES OF PEOPLE AND A PERSONALITY CONDUCIVE TO STIMULATING 
COMMUNICATIONS. 

On the training side, the Agency runs its 'own polygraph school which 

IS FULLY AND FORMALLY ACCREDITED BY THE AMERICAN POLYGRAPH ASSOCIATION. THE 
BASIC POLYGRAPH COURSE IS THREE-MONTHS LONG, FOLLOWED BY A NINE-MONTH 
INTERNSHIP UNDER INTENSIVE SUPERVISION AND MONITORING. THE OVERALL 
CURRICULUM FEATURES THESE SPECIALIZED AREAS OF STUDY: 

0 POLYGRAPH PHYSIOLOGY: THE BODILY REACTIONS TO DECEPTION 

° POLYGRAPH PSYCHOLOGY: THE MENTAL REACTIONS TO DECEPTION 

° POLYGRAPH INSTRUMENTATION: HOW THE INSTRUMENTATION WORKS 
0 INTERVIEWING TECHNIQUES 
° LEGAL ISSUES 
0 ETHICAL ISSUES. 

NO AREA OF SECURITY ADMINISTRATION REQUIRES AND RECEIVES THE SAME 
DEGREE OF SUPERVISION AND MONITORING AS DOES THE POLYGRAPH PROGRAM. EVERY 
INTERVIEW IS EVALUATED BY AT LEAST THREE LEVELS OF SUPERVISION BEFORE THE 
RESULTS ARE CONSIDERED FINAL. 
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All Agency polygraph examiners operate within strict guidelines that 

ENSURE THAT THE POLYGRAPH SUBJECT UNDERSTANDS THE NATURE AND PURPOSE OF THE 
INTERVIEW, THE ISSUES TO BE ADDRESSED, THE EXACT QUESTIONS TO BE ASKED, AND 
THE SUBJECT'S CONSTITUTIONAL RIGHTS IN ALL OF THIS. ALL PROSPECTIVE POLYGRAPH 
INTERVIEWEES ARE PROTECTED BY AGENCY POLICY THAT REQUIRES THE SUBJECT'S CONSENT 
IN WRITING, THAT REQUIRES STRICT LIMITS ON DISSEMINATION OF POLYGRAPH-DERIVED 
INFORMATION AND THAT PROHIBITS POLYGRAPH TESTING WHEN IT APPEARS THAT SUCH 
TESTING MIGHT AGGRAVATE PHYSICAL OR PSYCHOLOGICAL PROBLEMS. 

The Agency's polygraph program focuses on those personnel security 

FACTORS WHICH, OVER TIME, HAVE EMERGED AS THE MOST SIGNIFICANT IN TERMS OF 
THE THREAT TO AGENCY PERSONNEL, AGENCY FACILITIES, AND AGENCY CLASSIFIED 
INFORMATION. THE SCOPE OF TESTING CAN VARY FROM FULL COVERAGE OF BOTH 
COUNTERINTELLIGENCE AND LIFESTYLE ISSUES, TO COUNTERINTELLIGENCE COVERAGE 
ONLY, OR TO SPECIFIC-ISSUE TESTING ON INDIVIDUAL PROBLEM AREAS OR ALLEGATIONS, 
BY COUNTERINTELLIGENCE TESTING, I AM REFERRING TO COVERAGE OF SUCH ISSUES AS 
FOREIGN CONTACTS, FOREIGN INTELLIGENCE ACTIVITIES, AND MISUSE OR REVELATION 
OF CLASSIFIED INFORMATION. BY LIFESTYLE TESTING, I AM REFERRING TO COVERAGE 
OF SUCH ISSUES AS CRIMINAL ACTIVITIES, DRUG ABUSE, DISHONESTY AND EXTREME 
FINANCIAL VULNERABILITY. 

Before implementation of any new testing format, the questions to 

BE USED ARE APPROVED BY THE DEPUTY DIRECTOR OF CENTRAL INTELLIGENCE. EXAMINERS 
ARE INSTRUCTED ON, AND MUST BE COMPLETELY FAMILIAR WITH, THE TRUE INTENT AND 
MEANING OF THE QUESTIONS FOR EACH TYPE OF CASE. EXAMINERS MUST BE FULLY 
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/WARE OF WHICH TOPICS MAY OR MAY NOT BE PURSUED IF THEY SHOULD COME UP 
DURING THE INTERVIEWS, UNIFORMITY OF PROCEDURE AND COVERAGE IS CRITICAL 

to the Agency's polygraph program, both in terms of equitable treatment 

OF THE INDIVIDUAL AND PROPER FOCUS ON LEGITIMATE AREAS OF SECURITY INTEREST. 

Before addressing some of the criticisms leveled at the polygraph, 

I WOULD LIKE TO STRESS THAT THE POLYGRAPH IS SEEN BY US AS ESSENTIAL TO 
DETERMINING THE SECURITY SUITABILITY OF AGENCY APPLICANTS AND EMPLOYEES. 

The granting of a clearance or a security approval by the Agency requires 

A TOTAL ASSESSMENT OF THE INDIVIDUAL AS A WHOLE PERSON. IT HAS BEEN THE 

Agency's experience that there is no personnel security tool as effective 
as the polygraph in developing this clear, complete picture. 

The polygraph technique is a very reliable procedure. On a 
SCALE OF 100, IT WOULD BE RATED IN THE MID TO HIGH 90'S. IN OTHER WORDS, 

THE RESULTS OF POLYGRAPH TESTING SHOW GREAT CONSISTENCY WITH THE SAME EXAMINER 
OVER SEVERAL TESTINGS QR GREAT CONSISTENCY FROM EXAMINER TO EXAMINER WITH 
THE SAME SUBJECT. 

The MATTER OF POLYGRAPH'S VALIDITY IS CONSIDERABLY MORE COMPLEX. 

First, to define the term "validity" it might be best to define it with a 

QUESTION: Is THE POLYGRAPH TESTING FOR AND DETECTING DECEPTION AND NOTHING 
OTHER THAN DECEPTION? THAT'S THE QUESTION THAT VALIDITY STUDIES ARE TRYING 
TO DEAL WITH. BUT THIS AREA DEFIES SIMPLISTIC ANSWERS FOR SEVERAL REASONS: 
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Firsts polygraph/ in practice is considerably more sophisticated 

THAN IS RECOGNIZED BY THE MAJORITY OF CRITICS. THOSE OUTSIDE THE FIELD, 

NOT SCHOOLED IN ITS METHODOLOGY, OFTEN PRESUME THAT IT IS A SIMPLE MECHANICAL 
PROCEDURE RATHER THAN A HIGHLY TECHNICAL PROFESSIONAL ACTIVITY. THIS 
MISCONCEPTION HAS BEEN COMPOUNDED BY THE MEDIA. AS AN ANALOGY, HIGH 
READINGS ON BLOOD PRESSURE MACHINES, NOW FOUND IN SHOPPING MALLS, ARE 
NOT PROOF OF A DISEASE. IT TAKES A PHYSICIAN TO ACCURATELY DIAGNOSE 
ILLNESS. 

Second, the laboratory studies of the polygraph tend to address 

ONLY CERTAIN ASPECTS OF THE POLYGRAPH PROCESS. THUS, BROAD GENERALIZATIONS 
FROM THESE STUDIES QUITE NATURALLY INVITE CONTROVERSY. MOREOVER, LABORATORY 
SETTINGS, WHERE POLYGRAPH RESEARCH IS DONE, LACK THE MOST CRITICAL ELEMENT 
OF A REALISTIC POLYGRAPHIC SITUATION AND THAT IS THE REAL-LIFE FEAR OF 
DETECTION THAT IS PRESENT WHEN A SUBJECT ATTEMPTS TO DECEIVE THE POLYGRAPH 
EXAMINER ABOUT A MATTER OF IMPORTANCE TO THE SUBJECT. 

Third, polygraph testing takes several different forms such as 

SINGLE-ISSUE TESTING BY, SAY, LAW ENFORCEMENT AGENCIES; EMPLOYEE SCREENING 
BY PRIVATE INDUSTRY; AND SPECIALIZED TESTING AS PRACTICED BY VARIOUS 
FEDERAL AGENCIES. Any GENERALIZATIONS REGARDING THE USE OF THE POLYGRAPH 
IN ANY ONE OF THESE FORMS WILL NOT APPLY TO ALL FORMS OF POLYGRAPHY. 

Fourth, many discussions of polygraphy appear to take place in an 

EMOTIONALLY-CHARGED ATMOSPHERE IN WHICH PARTICIPANTS FREQUENTLY SUPPORT A 
PRE-DETERMINED VIEWPOINT. 
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I WOULD PREFER HERE TO CONCENTRATE ON THE AGENCY'S EXPERIENCE WITH 
THE POLYGRAPH INTERVIEW AND CONCENTRATE ON ITS UTILITY AS A SECURITY TOOL. 

I AM REFLECTING HERE ON THE AGENCY'S HISTORY WITH THE POLYGRAPH WHICH COVERS 
36 YEARS OF EXPERIENCE. I CAN STATE WITHOUT RESERVATION THAT THE POLYGRAPH 
IS THE MOST PRODUCTIVE AND VALUABLE TECHNIQUE IN THE AGENCY'S PERSONNEL 
SECURITY ARENA. THE POLYGRAPH IS NOT INFALLIBLE AND IT IS NOT A PANACEA. 

BUT I ASK YOU TO CONSIDER ITS UTILITY AS REFLECTED IN THE FOLLOWING: 

IN 1982, THE POLYGRAPH INTERVIEW DEVELOPED SIGNIFICANT INFORMATION 
NOT SURFACED BY OTHER SCREENING TECHNIQUES IN: 

0 70 PERCENT OF THE ENTRANCE-ON-DUTY CASES. 

° 25 PERCENT OF THE PROBATIONARY CASES. 

0 31 PERCENT OF THE RE INVEST I GAT I ON CASES, AND 

° 43 PERCENT OF THE INDUSTRIAL CASES. 

Bear in mind that these statistics represent the development of new 

INFORMATION OF SECURITY SIGNIFICANCE, NOT NECESSARILY CLEARANCE DENIAL 
NOR CLEARANCE REVOCATION. 

AS ANOTHER PIECE OF EVIDENCE, LET MET COMMENT ON A PERSONNEL SECURITY 
STUDY DONE IN 1980 BY THE DIRECTOR OF CENTRAL INTELLIGENCE SECURITY COMMITTEE. 

The study involved 507 security clearance cases completed over a four-month 
period from October 1979 to February 1980. One hundred and eighty of these 

CASES DID NOT INVOLVE THE POLYGRAPH: 327 CASES DID INVOLVE THE POLYGRAPH. 
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IN THE 180 CASES IN WHICH THE POLYGRAPH WAS NOT USED, SECURITY RELEVANT 
INFORMATION WAS FOUND IN 37, OR 20.5 PERCENT OF THE CASES. IN THE 327 CASES 
IN WHICH THE POLYGRAPH WAS USED, SECURITY RELEVANT INFORMATION WAS FOUND IN 
199, OR 60.8 PERCENT OF THE CASES. THE DIFFERENCE IS DRAMATIC AND, TO 
MY MIND, STRONG TESTIMONY TO THE POLYGRAPH'S EFFECTIVENESS IN SECURITY 
SCREENING PROGRAMS. 

Over recent years the vast majority of CIA security disapprovals 

HAVE RESULTED FROM POLYGRAPH-DERIVED INFORMATION. WITHOUT THE POLYGRAPH, 
HUNDREDS OF INDIVIDUALS WHO DO NOT MEET SECURITY STANDARDS WOULD HAVE BEEN 
GIVEN ACCESS TO THE NATION'S MOST SENSITIVE SECRETS. 

The most important point to make ABOUT CIA SECURITY disapproval cases 

IS THAT THE VAST MAJORITY OF THEM ARE BASED ON INFORMATION PROVIDED BY THE 
INDIVIDUAL DURING THE COURSE OF THE POLYGRAPH INTERVIEW. IT IS ALMOST 
INVARIABLY THE INFORMATION FROM THE SUBJECT THAT LEADS TO THE SECURITY 
DISAPPROVALS AND NOT THE TRACINGS ON THE POLYGRAPH CHARTS. 

OUR STATISTICS INDICATE ONLY 2.5 PERCENT OF ALL CIA POLYGRAPH CASES 
INVOLVE "CALLED DECEPTION" WITHOUT ANY CORROBORATING ADMISSIONS BY THE 
SUBJECT. 

The Agency's polygraph program has been carefully designed to 

ENSURE AN EQUITABLE BALANCE BETWEEN THE NEED OF THE AGENCY TO OBTAIN 
AND VERIFY INVESTIGATIVE INFORMATION AND THE NEED TO ASSURE PROTECTION 
TO THE INDIVIDUAL. 
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The Agency does not polygraph U. S. persons without their written 
consent. Each individual must sign a consent form before the polygraph test 

IS ADMINISTERED. THIS CONSENT FORM ENSURES THAT: 

° THE INDIVIDUAL KNOWS OF HIS OR HER RIGHTS AGAINST SELF- INCRIMINATION 
UNDER THE FIFTH AMENDMENT. 

0 THE INDIVIDUAL KNOWS THAT INFORMATION RELATED TO NATIONAL SECURITY 
OR TO VIOLATIONS OF LAW MAY BE REPORTED TO APPROPRIATE AUTHORITIES. 

° THE INDIVIDUAL KNOWS THAT THE POLYGRAPH INTERVIEW MAY BE MONITORED 
AND/OR RECORDED TO ENSURE ACCURACY AND COMPLIANCE WITH THESE 
SAFEGUARDS. 

Carefully delineated procedures also ensure that the questions to 

BE ASKED DURING THE EXAMINATION ARE LIMITED TO THOSE NECESSARY TO RESOLVE 
SECURITY ISSUES. NO QUESTIONS ARE ASKED WHICH DO NOT HAVE SECURITY 
IMPLICATIONS. EACH OF THE QUESTIONS TO BE ASKED IS REVIEWED WITH THE 
SUBJECT PRIOR TO THE EXAMINATION. THE INDIVIDUAL IS AFFORDED AN 
OPPORTUNITY TO MAKE KNOWN IN ADVANCE ANY RELEVANT INFORMATION THAT MIGHT 
AFFECT HIS OR HER ANSWER TO THE QUESTION, THE INDIVIDUAL, OF COURSE, MAY 
TERMINATE THE POLYGRAPH INTERVIEW AT ANY TIME. 

WHEN A POLYGRAPH INTERVIEW RESULTS IN EVIDENCE OF SERIOUS SECURITY, 
COUNTERINTELLIGENCE OR LAW ENFORCEMENT CONCERN, THIS INFORMATION IS STRICTLY 
CONTROLLED ACCORDING TO EXECUTIVE ORDERS AND IS RELEASED ONLY WITH THE 
APPROVAL IN WRITING OF THE DEPUTY DIRECTOR OF CENTRAL INTELLIGENCE. 
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Under Executive Order 12333, evidence of serious federal crimes such 
as espionage, treason or presidential assassination is reported to the 
Department of Justice. 

Polygraph information is also released in a limited and controlled 

FASHION IN THE COURSE OF NATIONAL AGENCY CHECKS PERFORMED PURSUANT TO 

Executive Order 10450. Other federal agencies with national security 

RESPONSIBILITIES MAY RUN SECURITY CHECKS ON ONE OF THEIR APPLICANTS AND 

ask the Agency whether we have information on that individual. In the 

EVENT THAT WE HAVE POLYGRAPHED THIS PERSON, WE COMMUNICATE THE RESULTS 
OF THE INTERVIEW FOR LEAD PURPOSES IF THE DEPUTY DIRECTOR OF CENTRAL 

Intelligence believes this information is appropriate to pass in the 

INTEREST OF NATIONAL SECURITY. 

The statistics cited earlier speak convincingly for the utility 

OF THE POLYGRAPH PROCESS. I CERTAINLY HAVE NO ARGUMENT WITH THOSE WHO 
WISH TO SEE MORE SCIENTIFIC RESEARCH ON POLYGRAPH, BUT I DO HAVE GREAT 
DIFFICULTY WITH THOSE WHO CONCLUDE THAT THIS PROCESS DOES NOT WORK OR 
THAT IT IS TOO LITTLE UNDERSTOOD TODAY EVEN TO BE USED. 

In CLOSING, I WOULD LIKE TO EMPHASIZE OUR USE AND EXPERIENCE WITH 
THE POLYGRAPH OVER THE PAST THREE-AND-A-HALF DECADES. WE HAVE FOUND 
THAT WITH CAREFULLY-CHOSEN EXAMINERS AND A THOUGHTFULLY-STRUCTURED AND 
TIGHTLY-CONTROLLED PROGRAM, THE POLYGRAPH IS AN EXTREMELY EFFECTIVE 
TOOL IN PROTECTING THE AGENCY FROM UNSUITABLE INDIVIDUALS WHO WOULD 
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clearly pose an unacceptable security risk, at the same time# w 
polygraph has been very useful in reiiwestisation EFFORTS BY DETKTINS 
A SMALL NUMBER OF AGENCY EMPLOYEES VHO BECAME SECURITY RISKS ARER 
BYYHR.NG ON OUTY. F.NAU.Y, THE POLYGRAPH HAS EXONERATED SOC AGENCY 
EMPLOYEES WHO WERE ALLEGED TO HAVE COWITTED SOME SORT OF VHONGDOING. 

I HOPE THAT MY REMARKS WILL BE USEFUL TO YOU DURING YOW 
DELIBERATIONS. 


Thank you. 


II 
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